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UN privacy watchdog says ‘little or no evidence' that mass

surveillance works

The laws are "predicated on the psychology of fear,” which prevents the
public from "objectively assessing the effectiveness” of privacy-busting
measures, said the UN special rapporteur.
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The United Nations' special rapporteur on privacy has lambasted a spate of new surveillance
laws across Europe and the US, saying that there is ‘little or no evidence" that mass monitoring

of communications works.

In a report published this week, (https.//www.documentcloud.org/documents/3514983-UN-special-
rapporteur-on-the-right-to-privacy.htmb Prof. Joseph Cannataci, the first privacy watchdog to take up
the post, said he was neither convinced of the effectiveness or the proportionality "of some of
the extremely privacy-intrusive measures that have been introduced by new surveillance

laws."
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He also said that bulk records collection, such as call and email
metadata, runs the risk of "being hacked by hostile governments or

organized crime!’

Cannataci singled out recently-passed laws in France, Germany, the
UK and the US, all of which have pushed through new legislation in

the wake of the threat from the so-called Islamic State.

He said that the passed laws amount to "gesture-politics," which in his
words, "have seen politicians who wish to be seen to be doing
something about security, legislating privacy-intrusive powers into
being -- or legalize existing practices -- without in any way
demonstrating that this is either a proportionate or indeed an effective

way to tackle terrorism'

A rise in public support of increased surveillance powers is
"predicated on the psychology of fear," he said, referring to the

perceived threat of terrorism.

The report is one of the more critical analyses in recent years on the
global surveillance apparatus, which was in part disclosed by

documents leaked by Edward Snowden.

Those documents put a spotlight on domestic and international
monitoring of calls, messages, and the hacking capabilities of the US
National Security Agency and other members of the so-called

Five-Eyes alliance of nations.
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Since the revelations, there has been some push-back in the US -- notably the Freedom Act

(http://www.zdnet.com/article/freedom-act-metadata-phone-records-prism/), designed to limit bulk

collection of phone and email records -- but other nations have headed in the opposite

direction.

Both France (http://www.zdnet.com/article/europes-answer-to-terror-attacks-on-free-speech-is-to-double-

down-on-internet-censorship/) and Germany (http://www.zdnet.com/article/germany-moves-closer-to-data-
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retention/) have pushed for great surveillance powers following terror attacks, allowing for

police and intelligence agencies to monitor internet activities and call records.

And, the UK late last year pushed through (http.//www.zdnet.com/article/snoopers-charter-expansive-

new-spying-powers-becomes-law/) the "most extreme surveillance law ever passed in a democracy,

according to Jim Killock, director of the Open Rights Group.

In a final recommendation, Cannataci said governments should "actively explore" how to carry
out fair and regulated surveillance while balancing the introduction of privacy-friendly

safeguards.

"This would not only be of great intrinsic value to citizens worldwide but would also send a
clear signal to those states, democracies, pseudo-democracies and otherwise who mistakenly
believe that the best way to deal with cyberspace is to claim sovereignty over chunks of the

Internet or what its citizens get up to on the Internet," he said.

"Human rights are universal and cyberlaw should exist in such a way not only to protect

privacy but also other fundamental human rights," he added.
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